INFORMATION TECHNOLOGY
Auditor's Review and Recommendations (DRAFT)
	Auditor:
	
	Review Period:
	



The auditor is to verify that an internal self audit has been performed and that a record of same is attached to this document.  The auditor is also to verify that backups are being successfully accomplished by choosing at random a backed up document/file to be restored to a directory that is different from its original location.

	Date of Review
	Person Interviewed
	Position

	
	
	


Frequency:

This checklist should be completed once in each fiscal year.

Objectives:

To determine whether security controls for information technology are adequate.

	Audit:
	Reviewed by the Auditor 
	Are Controls Effective?  
	Comments on Control Effectiveness

	
	
	Yes
	No
	Partially
	

	Is there a policy and a set of procedures for continuity of operations following a disaster including but not limited to backup, restoration of data, reestablishment of network infrastructure?
	
	
	
	
	

	Is there a policy and a set of procedures for securing  your network infrastructure? 
	
	
	
	
	

	Is there a policy and a set of procedures for maintaining  your network infrastructure?
	
	
	
	
	

	Is there a  policy and a set of procedures for managing remote access?
	
	
	
	
	

	Is there a policy and a set of procedures for storing personal identifiable information including any financial, legal, medical, or academic records in digital format (including data on mobile devices)?
	
	
	
	
	

	Is there a policy and a set of procedures for securing the web servers and or web applications and data that are visible to the outside world?
	
	
	
	
	

	Is there a policy and a set of procedures for the development and implementation of software that is used for mission critical applications?
	
	
	
	
	

	Is there a policy and a set of procedures that ensures the security testing of all software and systems before they are implemented? 
	
	
	
	
	

	Is there a computer use policy which includes legal requirements, and are users annually reminded of the policies and their personal and corporate liability?
	
	
	
	
	

	Has the institution’s administration reviewed and accepted the results of the self audit?
	
	
	
	
	

	Has there been a peer review within the last three years?
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