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18 Preface��������About��This��Guide��

This��guide��includes��the��following��chapters,��arranged��in��the��order��that��you’re��likely��to��
need��them��when��securely��configuring��a��server.��

Â Chapter��1,��“Introduction��to��Snow��Leopard��Server��Security��Architecture,”��provides��
an��overview��of��the��security��architecture��and��features��of��Snow��Leopard��Server.��This��
chapter��describes��the��security��framework,��access��permissions,��built-in��security��
services,��and��directory��services.

Â Chapter��2,��“Installing��Snow��Leopard��Server,”��describes��how��to��securely��install��
Snow��Leopard��Server��locally��or��remotely.��This��chapter��also��includes��information��
about��updating��system��software,��repairing��disk��permissions,��and��securely��erasing��
data.

Â Chapter��3,��“Securing��System��Hardware,”��describes��how��to��physically��protect��your��
hardware��from��attacks.��

Â Chapter��4,��“Securing��Global��System��Settings,”��describes��how��to��secure��settings��that��
affect��all��users��of��the��computer.

Â Chapter��5,��“Securing��Local��Server��Accounts,”��describes��the��types��of��user��accounts��and��
how��to��securely��configure��an��account.��This��includes��securing��accounts��using��strong��
authentication.��

Â Chapter��6,��“Securing��System��Preferences,”��helps��you��configure��local��server��accounts��
securely.��This��includes��the��secure��configuration��of��local��system��preferences,��setting��
up��strong��authentication��and��credential��storage,��and��securing��data.

Â Chapter��7,��“Securing��System��Swap��and��Hibernation��Storage,”��describes��how��to��scrub��
your��system��swap��and��hibernation��space��of��sensitive��information.

Â Chapter��8,��“Securing��Data��and��Using��Encryption,”��describes��how��to��encrypt��data��and��
how��to��use��Secure��Erase��to��ensure��old��data��is��completely��removed.

Â Chapter��9,��“Managing��Certificates,”��describes��how��to��generate,��request,��and��deploy��
certificates.

Â Chapter��10,��“Setting��General��Protocols��and��Access��to��Services,”��helps��you��configure��
general��network��management��protocols��and��restrict��access��to��other��services.

Â Chapter��11,��“Securing��Remote��Access��Services,”��tells��you��how��to��create��remote��
connections��to��your��server��using��encryption.

Â Chapter��12,��“Securing��Network��Infrastructure��Services,”��explains��how��to��connect��
client��computers��and��configure��a��firewall.

Â Chapter��13,��“Configuring��the��Firewall,”��describes��how��to��configure��the��IPFW2��firewall.

Â Chapter��14,��“Securing��Collaboration��Services,”��describes��how��to��securely��configure��
iChat,��iCal,��Wiki,��and��Podcast��Producer��services.

Â Chapter��15,��“Securing��Mail��Service,”��explains��how��to��set��up��mail��service��to��use��
encryption��and��filter��for��spam��and��viruses.

Â Chapter��16,��“Securing��Antivirus��Services,”��describes��how��to��enable��and��manage��
antivirus��services��to��protect��your��mail��and��files.
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